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SCANNERS AND THE LAW: A CHRONOLOGY
by Bob Grove, President, Grove Enterprises; Publisher, Monitoring Times

1934 Congress passes the Communications Act, establishing the Federal Communications Commission
(FCC), and includes the visionary Section 605 which addresses the inevitability of interception of radio
signals, but prohibits the disclosure of the contents of such transmissions, or the use of their contents for
personal gain. (Exhibit A)

1986 Congress passes the Electronic Communications Privacy Act (ECPA), for the first time
censoring Americans’ historic right to the airwaves by forbidding listening in on several types of radio
signals, including the radio portion of a telephone conversation. (Exhibit B)

The Cellular Telecommunications Industry Association (CTIA) issues public statements that
it will soon offer digital encryption systems to provide their customers privacy. 11 years later, these
privacy systems are only in an estimated lo-20% of the cellular market.

1989 Two prominent CTIA members, Uniden and Radio Shack, discontinue manufacturing several
scanner models with cellular frequency coverage, although follow-on models are easily restorable. Other
manufacturers continue to offer cellular frequency coverage since existing law forbids listening, not
manufacture. Many companies perform cellular restoration at the time of sale so that the censored
scanners will have the same frequency coverage as perfectly legal, competitive models.

1990 CTIA and the Telecommunications Industry Association (TIA) adopt the IS-54 standard for
digital voice cellular encryption, called Time Division Multiple Access (TDMA). A secondary standard,
Code Division Multiple Access (CDMA) is also proposed.

1992 President Clinton signs the Telephone Disclosure and Dispute Resolution Act (TDDRA),
directing its implementation in 1994, but which contains no reference to radio scanners.

1993 The TDDRA is altered with a last-minute Cellular Amendment just before Congressional
adjournment, allowing little legislative scrutiny, and averting public awareness or comment, but banning the
importation or manufacture of scanners capable of receiving, or being readily altered to receive, cellular
telephone frequencies. (Exhibit C)

In response to an enormous outcry from concerned citizens, Bob Grove tiles formal commentary
with the FCC and asks to give testimony to the House Subcommittee to cite 20 potentially disabling
aspects of the Cellular Amendment to the pending TDDRA. (Exhibit D) Access to the Subcommittee is
denied, but Grove is allowed to come to Washington to talk with a Congressional aide and leave his
petition. No tirther response was forthcoming from the Subcommittee. Grove publishes for public
comment the list in the magazine, Monitoring Times. Public response was considerable.

The FCC issues Report to Congress on “Available Security Features For Providing Cellular
Telephone Privacy,” describing several voice encryption systems available to the cellular industry.
(Exhibit E)

1994 Congress implements the TDDRA
Illinois Attorney General Roland Burris  issues a formal opinion that, under Illinois state law,

eavesdropping on cellular and cordless telephones is legal because there is “no reasonable expectation of
privacy.” CTIA issued a public objection. (Exhibit F)
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1 Radio Listening and the Law

3018 Moyer Road
Williamston,  MI 18891-9506

“Unlike many hobbies, shortwave listening has
relatively few laws that restrict its
afficionados. In fact, barring the illegality of
usingareceiver asamurderweapon,theone
lawthathasanydirectbearingontheshort-
wave listener is the so-called ‘m W.”

When Mel Hickman wrote that in 1973, he
was right. Today, however, there are other
laws radio listeners must contend with_

Manystateshavelawsrestrictingtheuseof
mers or other police band radios in
moving vehicles, and in certain other &cum-
stances. Unfortunately, the variety and
number of such state laws make a comprehen-
sivelookatthemimpracticalforthiscoiumn.  , _,

tioh..(5) in response  to a tibpocna
issued by a court of competent jutis-
diction, or (6) on demand of other
lawful authority. No person not
bdgWhOI+ZCdbythCSUldnShi3U
intercept any radio communication
and divulge or publish the aistence,
conteny  substance, purport,  effect
or meaning of such intercepted
communications to any person  No
pcnon not being cmtitled thereto
shaureceiveorassistinre&vingany
interstate or foreign communication
bytadioandusesuchcommunica-
tion (or any infotmation  therein con-
tained) for his own benefit or for the
benefit of another not entitled

Whatwewilldoislookatthemainpointsof
the two major federal laan reguWng  radio
list* the “scaccy law” (The commurdca-
tions Aa of 1934,  #705)  referred to above,
and the recent@  amended Electronic Commu-
nications Privacy Act @CPA).

. . ‘I
. . . . thaeto. No person having xceived

:. _a : any  intercepted  mdio communica-
tionorhavingbecomeacquaimed

:withtheamtent&substan~pur-
po~effe4%ormeaningofsuchcom-

munication (or any part thereof)

The Secrecy Law -

The ScQccy  law, tazhni&y known as 47
USCS#605,wasfustenactedinJuneofl934,
and last amended in Oaober of 1984. (You
mayalsosc.citrefer&toastheQmmut&-
tions Aa of 1934, Tie VII, t7OS). Its pur-
pose from the besinning  was to provide those
using the radio to transmit private messages
with a measure of security by making it illegal
to disclose the contents of a aansmi&on  to
anyone other than the intended m.

,. knowing that such communications
~wOrhWCCpted,rhalldiVUlgCOr
publish the aistence, content, pur-

~effcct,ormeaningofsuchcom-
. -.; munication(oranypaItthercof)  or

Nothing in this law restricts listening to
private communications, only the listening
und  discfosure  of such tranhsions Thus, it
comes into play only when a listener attempts
to verify (QSL) a nonbroadcast station. But in
order to fully.understand the law, you unfortu-
nately will have to read it, and for Congress’
purple prose, I apologize in advance!

use such communication (or any
information therein contained) for
his own betAt or for the be&It of
another not entitled thereto. This
seaion shall not apply to the raziv-
ing,divuJg&publi&ing.oruti&ing
the contents of any radio commu-
nication which is transmittedbyany
station for the use of the general
plbl.iG  which relates to ships in
distre4orwhichistransmittedby
an amateur radio station operator or
by a dtizens band radio operator.

(a)Exccpt  as authotized by chapter
119, title 18 united  states  code  [18
USCS ##2510 et seq.-the ECPA],
no person receiving, as&ting in
receiving,  transmittin& or assisting in
transmitting any interstate or foreign
communications by wire or radio
shall divulge or publish the existence,
contents, substance, purport, effect,
or meaning thereof.... (1) to any
person other than the addressee, his
agent, or attorney, (2) to a person
employed or authorized to forward
such  communication to its destina-

(a)(lPW person who *W
violates subsection (a) shall  be fmed
not more than S1.000  or imp+oned
for not more than 6 months, or both.

(2)Any person who violates sum
tion (a) willfully and for putposes  of
directorindirectcommercialadvart-
tage or private fuurnfial  gain shall be
fmed not more than S25,OOO  or
imprisoned for not more than 1 year,
or both, for the fm such conviaion
and shall be fmed not more than
SSO,OOO  or imprisoned for not more
than 2 years, or both, for any subse-
quent cotiction.
(3) [provisions for civil litigation
based on this section and providing

for remuneration of any damages
=ffe=d]

As a note. Congress uses the word “intercept’
to mean ?eceive”,  not what you wuld apea
from the common meaning of the wrd

Tlledetailsarethereifyoucaretowade
through the language, but in a somewhat
overa@lified  nut&e& #605  provides that a
listener my not divulge the content OT evm
pkradranrrofa~trpnsmission,
acept  for dinrrsr calls, and.ham and CB
wMmission.5. Sii, a listener receiv@
such transmissions may not use the informa-
tiongleanedforhiaowabene!?t.Inother
wrd&whileitisOKtotinentoal@itlgyou
wpnt,youcpnnot,f~~le,=dancep
tionrepotttorCoastGuardstaciondisdos-
ingyouhcarditwhiteitwashandlingaaffi~
Even if you do not mention the name of the
shipitwasincontactwi&orwhatwassai~
the mere adnanccofthetransniruionmaynot
be disdoaed.  Under the law, such a report
wuldbeimpmper,sinceitwuld%enefVa
personothathantheintendedaddresseee,
nameiy,theWenerse&ingtheQSL

Ontheothahanc$if;ou’waiteduntiIthe
Coast Guard station began reading the
maritime  weather report or the latest Notice
to Ma&ers, and submitted a report on that
tmn&ssionyouwouldbedoingnothingille-
gal,sincethetnmsmi&onwaanotmeantfor
anyone in particular. It falls under the %om-
munication transm&ed by a station for the
” of the general public’ accptioh

ThislzWwasmeanttoallowpeopleusing
radio for private or semi+vate  communica-
tions some assurance that their words would
not become front-page newg and was never
intended to insure “privacy” in the absolute
scnseofthatwrd.Thispurposeiaacknowi-
edgedinthecaseentitled”ReRobettsFiying
Service, In% a at” [30 FCC2d  823 (1971)].
Although that case attempts to say x605 does
prohibit listening alone, it amdudes  by saying
thatthesaziondoesnotprotecttheapccta-
tion of ‘Yull  privaq  but on& the u&s
npenation  that his communication will  not
become “generally public” or used to his detri-
m e n t .

H-a, the way this section has been inta-
preted specifically aduda a situation that
the framers of the US Constitution would
have been concerned about if radio had been
around in 1788: reception and use of tran+
missions by police and other government
off%zers,  and  the “unreasonable search”
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ramiikations of a policeman listening in, for
enample,  on your wirdw telephone. Title 18
of the US Code, and specifically the ECPA
covers such Fourth Amendment concerns.

Contraty to the impression many radio hobby-
ists have, the ECPA actually is designed to set
forth circumstances when it is alright to
“intercept” a communication - thus the refer-
ence to it in the Secrecy Law. The basic pur-
pose behind Title 18 originally was to flesh out
the requirements of the Fourth Amendment
securities, and provide guidance to police and
other oflkials about what constitutes proper
behavior within the Constitutior~

However, in the process of telling us - and the
police - when it is OK to receive electronic
signals (like when you have a search warrant
issued with probable cause) the ECPA also
tells us that under any other cimumstances it
is not OK to listen in on others’ tranrmis5ons.

But that is getting ahead of the stoiy. The
ECPA,  technically, 18. USCS  #2510  et.seq.
was fvst enacted in June of 1968, and dealt
only with wire and oral &nmunicationa  In
1986 it was modified  by Congress to also
include radio communications, and the name
of the law was changed to the ECPA to reflect
that. The text relevant to radio listeners is in.
Y2511:

(1) Except as otherwise provided in
this chapter any person who -
(a) intentionally intercepy  endeav-
ors to intercept, or procures any
other person to intercept, endeavor
to intercept, any wire, oral, or elec-
tronic communicatiot~.. [(b) refers to
oral communications only]
(c) intentionally discloses, or endeav-
ors to disclose, to any’other person
the .contents of any wire, ora& or
electronic communication, knowing
or having reason to know that the
infotmation was obtained through
the interception of a wire, oral, or
electronic communication in viola-
tion of this subsection: or
(d) intentionally uses, or endeavors
to use the contents of any wire, oral,
or electronic communication, know-
ing or having reason to know that
the information was obtained
through the interception of a wire,
oral, or electronic communication in
violation of this subsection; shall be
punished as provided in subsection
(4) [which provides for fines and

imprisonment for up to 5 years}...

Again,  the way Congress uses “intercept”  in
this law also means “receive”. Unfortunately,
unhke the language of the secrecy law, Con-
gress here did not use the phrase “and
divulge” when descriiing  what was prohibited
Therefore, under the ECPA, merely listening
to a transmission 4 on it’s face, illegal.

But all is not so grim. Congress realized that
the language above, left to itself would make
listening even to a broadcast station &gal,
and thus was werlv broad Subsection two
s= on
rule set

._.
:::. _.

I .._. I;. _....
, ._.. . .

3 ‘. . . . I
. ‘.

to list the hceptions to the general
out above.

(2). . . (g)  It shall not be unlawful
under this chapter...for  any person -
(i) to intercept or access  an elec-
tronic communication made through
an electronic communication went
thatisconfIguredsothatsucheleo_
wnic communication is readily
accessiile to the public
(iii to intercept any electronic com-
munication which is transmitted -

(I) by any station for the use of
the general public, or that relates to
ships, aircraft, vehicles or persons in
distress;

oy any government4 law
enforcement, civil defense, private
land mobile, or public safety commu-
nications system, including police
and fm, readily accessible to the
general public; (III) by a station
operating on an authorized fre-
quency within the bands allocated to
the amateur, citizens band, or gen-
.eral  mobile radio setvices;  or

(IV) by any marine or aeronau-
tical communications system...(or)
(iv)to intercept any wire or elec-
tronic communication the transmk
sion of which is causing harmful
interference to any lawfully operat-
ing station or consumer electronic
equipment, to the extent necesmry
to identify the source of such inter-
ference;

There is a sentence in those exceptions that I
believe Congress did not fully appreciate: “It
shall not be unlawful under this chapter...for
any person...to  intercept or access an eleo
tronic communication made through an eleo
tronic communication system that is
configured so that such electronic commu-
nication is readily accessible  to the public.”

.
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To paraphrase tax specialists, that is a loop
hole you can drive a truck through. In my
interpretation, that phrase means if it is
unencoded, you can listen to it. Period In
fact, even if it is encoded, so long as you do
not attempt to decode it without authoriza-
tion, you can listen all you want. You are not
intercepting the “communication” if you do so
- you are only intercepting the transmission,
which is something the ECPA does not
address

Unfortunately, Congress certainly did intend
to restrict what we could listen to via the
mechanism of the ECPA. That intent was
made painfully clear by dkcussions  in commit-
tee when the law was passed, and it was
revealed that based on the requests of cellular
telephone manufacturers and others, Con-
gress believed it appropriate to restrict the
general public’s ability to legally monitor tw+

transmissions. Fortunately, the law as
i% (and even as origklly proposed) does
not do what Congress set out to do!

In short,  as presently written neither law dis-
cussed above prohibits hobbyists from listen-
ing to transmissions of any sort, provided that
if they are encoded, the hobbyist -ot
attempt to decode them without authoriza-
tion.  The Secrecy liw does prohibit disclosure
of the existence or content of certain trans-
missions, however, primarily to ensure some
degree of privacy for the people using radio as
a private communication medium. I believe
that latter goal is appropriate - even though it
does mean inconvcnicna  for DXers  seeking
QSLs - given that radio is meant to be a
useful teehn010gy.

I do not believe Congress is acting within the
nation’s best interest in attempting to prohibit
“cccption  of tweparty  transmissions, but that
is a drum you will likely hear others beat. At
any rate, the ECPA as eumntly enacted does
not prohibit  “unauthorized” monitoring of
two-party communications

Xmneth  Kto Zichi is a Geneml  Pnactice’attw
ng admitted to pmctice in both Fedemi  and
State cowts  in Michigan. He is a graduate  of
the University  of Michigan LUW  School, and a
member of the Michigan Bar and Livingston
County Bar Association, as well as the Amen’-
con Bar Association and the Association of
T&II  Lowycrs  of America
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3 RICAN RADIO CLUBS

1634 15th  Street,  NW 10 October 1986
Washington, D.C. 20009

T~(202)2323677

keliminary Analysis of the Electronic Communications Privacy Act

The ELe-+-cbAonic Communications Rivacv Act of 1986 (ECPA) passed both Houses
of Congress at the start of October. The-radio provisions of the BCPA go into
effect 90 days after it is signed by the Resident - that is, sometime in
mid-January, 1987. The final draft of the bill is printed in the October 1st
issue of the Congressional Record, starting on page S-14441. Here is a
preliminary analysis of the new law as it affects radio monitoring.

(Note: The Senate Judiciary Committee's report interpretinn  the ECPA
has not yet been released. -Without that report, our kalysis cannot
complete or definitive.)

****************St*%*****************

What the ECPA Does

be

**s

The ECPA amends US Code Title 18, Chapter 119, the federal law governing the
interception of "wire" and "oral" communications,

"electronic communication."
to protect a new legal

category, It sets new rules for electronic
surveillance by law enforcement agencies,
electronic mail and computer files.

and for investigative access to
It also increases criminal penalties for

malicious interference with satellite transmissions.

"Electronic communication"
writing, images,

is defined as 'any transfer of signs, signals,
sounds, data, or intelligence of any nature transmitted in whole

or in part by a wire, radio, electromagnetic, photoelectronic or photooptical
system that affects interstate or foreign commerce, but does not include-

(A) the radio portion of a cordless telephone communication...;
(B) any wire or oral communication;
[ii an; 'z:mmunication  made through a tone-only gaging device; or

an mmunication from a tracking device...

Radio and wire transmissions are thus merged in this new term. However,
the new law also retains and adapts the earlier legal definition of "wire
communication" as a category separate from 'electronic communication." "Wire
communication' now means voice telephony, regardless of whether transmission is
by wire or radio. The term "oral communication" is clarified to exclude voice
transmissions by wire, radio or other electronic means. In other words, non-
voice communications by wire are considered "electronic' communications, as
are communications by radio which do not involve telephone transmission.

_.-.- _-....  -_.---_--.



Preliminary Analysis of the ECPA ANARC, page 2

Unauthorized interception of the radio portion of a "wire" or "electronic"
communication carries lesser penalties than does interception of the wire segment
of the same communication - if it's not for an illegal, commercial or "tortious"
[lawsuit-susceptible] purpose. See the 'Penalties" section, below, for details.

What May Legally be Monitored

*
*
*

*
4

*

*

*

Any marine or aeronautical radio communication
Any Amateur, CB or General Mobile Radio Service transmission
Any communication transmitted 'for the use of the general public, or that

relates to ships, aircraft, vehicles, or persons in distress"
The radio portion of cordless telephone communications linking the handset and

base unit
Tone-only paging signals
Certain types of audio subcarriers (to be specified in Senate report)
Signals causing harmful interference to "any lawfully operating station or

consumer electronic equipment,
source of such interference'

to the extent necessary to identify the

Satellite transmissions of 'network feeds,' some audio subcarriers, and
cable programming covered by Section 705(b) of the Communications Act

Any governmental, law enforcement, civil defense, private land mobile,
or public safety (including police and fire) radio communications system
which is 'readily accessible to the general public'

Any other electronic communication made through a system 'configured so that
such electronic communication is readily accessible to the general public'

In most cases, radio communications defined as NOT 'readily accessible' will
be illegal to monitor, unless one of the above exemptions applies.
cessible to the general public"

"Readily ac-
is defined to mean that the communication is NOT:

scrambled or encrypted;
'transmitted using modulation techniques whose essential parameters

have been withheld from the publ'-Ic with the intention of preserving
the privacy of such communication' [the House report says this means
spread-spectrum signals];

'carried on a subcarrier or other signal subsidiary to a radio
transmission;"

"transmitted over a communication system provided by a common carrier'
(except for tone-only paging signals);

transmitted on frequencies allocated under FCC rules part 25
[communication-relay satellites];
up stations];

part 74(D) [remote broadcast pick-
part 74(E) [aural broadcast auxiliaries, including

studio-to-transmitter links]; part 74(F) [television broadcast
auxiliaries & studio-to-transmitter links];
microwave].

or part 94 [private fixed

As mentioned above, some exceptions override the general ban on reception of
allegedly "inaccessible" signals. For example, the radio emissions of a cordless
phone may be monitored, even though it relays common carrier communications.



Preliminary Analysis of the ECPA ANARC, page 3

Similarly, marine and aeronautical radiotelephone signals are legal to monitor.
(In contrast, phone-patches in the 800 MHz Specialized Mobile Radio service are
legally protected, since the phrase "readily accessible' qualifies the exception
for private land mobile radio, which includes SMRs.)

The forthcoming Senate report on the ECPA is expected to identify types of
audio subcarriers that may legally be monitored, even though the new law declares
all subcarriers to be 'inaccessible.' (Taken literally, that makes listening to
FM stereo broadcasts, and the audio portion of TV broadcasts, federal crimes!)

Although broadcast remote pick-up (RPU) stations authorized under FCC part
74(D) are declared to be 'inaccessible," they operate near 26, 153, 161, 166,
170, 450 and 455 MHz, usually with city-wide audio coverage. Used by broad-
casters to coordinate the coverage of events outside the studio, RPUs can be
received on most scanners. Indeed they are favorites among scanner owners
because of their newsgathering role. As a result of an amendment introduced
by Sen. Paul Simon at ANARC's request, the ECPA creates no criminal liability in
monitoring RPUs when the monitoring is for no bad purpose (but see next section
for civil liabilities).

Penalties

For most unencrypted radio communications protected under the ECPA,
intentional unauthorized interception carries a criminal penalty of up to one
year in jail and/or a fine of up to $100,000 - for a first offense which is not
for a bad purpose - i.e., 'not for a tortious or illegal purpose or for purposes
of direct or indirect commercial advantage or private commercial gain.'

If it is a 'public land mobile radio service' communication (i.e., a cellular
or a traditional IMTS radiotelephone call), or any type of paging except for
tone-only, and the signal is not scrambled or encypted, and if the interception
is intentional but not for a bad purpose, the penalty for a first offense is a
fine of up to $500.

If the communication is scrambled or encrypted, or the interception is
for a bad purpose or is a second or subsequent offense, the penalty is up to 5
years in jail and/or a fine of up to $100,000.

Intentional interception of an unencrypted part 74(D) transmission, without
bad purpose, carries no criminal penalties. However, the federal government may
seek a court injunction against a specific interceptor, and assess civil damages
of up to $500. Any violation of the injunction carries with it a mandatory $500
civil fine, liability for any actual damage suffered by the plaintiff, or
statutory damages of up to $1000.

Any criminal violation of the ECPA exposes the interceptor to civil
liabilities (risk of a lawsuit). For any violation other than those described in
the last paragraph, courts may reclaim any profits made from or damages caused by
the interception, or assess statutory damages of $100 for each day of violation,
or $10,000, whichever is greater.



'3"": Preliminary Analysis of the ECPA_.1

Intentional vs. Inadvertant

-.
ANARC, page 4

.: The ECPA makes it a federal crime to intentionally intercept, disclose or
.use electronic communications protected under this Act. Even "endeavors to. .
intercept" are a crime [section 2511(l)(a)]. That is, merely trying to intercept
a protected communication is a crime, even if YOU don't succeed! Under the ECPA,
acting on the intention is sufficient to constitute a crime.

Obviously, the exact legal meaning of 'intentional" - and the kind of proof
required to establish intent in court - are crucial. The House report says
intentional means that acquiring the contents of an electronic communication is
one's "conscious objective." According to the House report, requiring intent
‘precludes the application of civil or criminal liability for acts of inadvertant
interception." [emphasis added] However, the report adds, "The term
'intentional' does not require that the act was committed for a particular
purpose or motive," [emphasis added]

The ECPA thus does not criminalize an act so much as a "state of mind' or
attitude relating to the act. Interception achieved by accident is not a crime.
Unfortunately, this distinction is rather murky in the case of recrexonal
scanning with a multiband radio receiver. Does casual browsing constitute
intentional or inadvertant interception? what about automatic band searches?
and what constitutes proof of intent - possession of a frequency list? We hope
for answers to some of these questions in the Senate report. In any event,
requiring proof of intent should limit a hobbyist's chances of being successfully
prosecuted for recreational monitoring that causes no detectable harm to those
whose radio communications were tuned in.

Surreptitious Interception Devices

An easy way to enforce the ECPA would be to criminalize ownership of devices
capable of receiving protected communications. In fact, the ECPA amends sections
2512 and 2513 of US Code Title 18 in an attempt to do just that. When the new
law goes into effect, it will become illegal to manufacture, assemble, possess,
sell, advertise or send through the mail any electronic device whose design
"renders it primarily useful for the purpose of the surreptitious interception of
wire, oral, or electronic communications.'

Due to imprecise drafting, the ECPA's ban on "surreptitious interception
devices" does not distinguish between electronic communications that are legal to
receive and those that are illegal. Depending on how the word 'surreptitious' is
defined, a AM-FM broadcast receiver concealed in a stuffed animal could qualify
as an illegal device; similarly, a microcomputer with a modem and built-in code-
breaking software might constitute an illegal device, depending on how the word
"primarily" is defined. We can only hope that the Senate report defines
surreptitious interception devices in a way that is both clear and narrow. We
also hope for insight into the new legal status of subcarrier tuners, voice
inverters (simple descramblers), teletext readers, radioteletype terminals with
bit-code translation features, and programmable scanners. .

1 I

t



I

l

Federal Communications ~onunidon

Fe&ml  CammuniaCions  Commission
W~bin~wa.  DC. 20541

ET Chwket  So. b-3-t

In the .vx::*  IIf ‘A

Amendment of Parz~  2 ant Ls to r3

Probibir  &Markerlng  of uio Scannea
Capable oi Lruercepring  Cciluhr 2

Telephone  Conversatiok W
M

XOTICE  OF PROPOSED RULE .M.AKI.XG

1. By :his a~._)::_  -xe C.-.~..rr.lls~on proposes  IO ixmenu
h-fs 1 and 15  0: .ij CU.?: i3 uronrbtr  rhe maa~~cr~~-c  01’

imporwion  of radio xzr,ne~  opabie  of receiving tie-
qrrcnciti  ~llncved  tn chr Dr~ntxic  P~ublic  Ceflulz.r  Odin

Telccommuniat~ons Scrv~cc.‘  ihis act1011 is in response to
the Telephone Disclosure and Dispute  Resolution Aa
{Act).  Pub. L 102836. The proposed rules are intended IO

i
incrtibt  the privaq  protection of ceIluiar telephone w

. without unduly restricting Ieqitimare  uses of sanners.

2 The Domes&z  Public Cefi&r Radio Telecommunic;i-
‘rioas Service (“Cellular Rzdio Service7  provides te!e?hone
service to mobile customers_  Cellular r&wiina USC  ire-

‘*-queacies  in the bands 811-8&Q  _MKz  and 869-894  MHz co
connea their users  to other ccllclar  q=em  users and co

.-the Public Switch&!  Telephone ?&work.
3 .  As d e f i n e d  within Ou:  rules  .Wnfiin_p  rseiucrs  o r

“sc3nnefs.” -are radio receivers thu a~Oc_..ti~iil;  u-itch
bet-u-een  four or more  f r equenc ies  acywhere  wirttin the
Xl-%0 MHz band.’ In order 10 conrmi rheir pore;rtdl  to
IZWX harmful interference to aufhorized  radio cummu-
nications. the ruks  requite that sctinnas  rcceivc:  an eauip
ment aulhorizadon  (cerrific=Jtion)  f r o m  t h e  Commi&ion
prior co markefing: The Electronic Communitxions  Pri-
vacy her of 1986-  Pub. L. 9X08.  in parr  made it illega! ro



rr.arkerrcl worUuc;le.  ant1 +>me c~~cnrrlex titr not p!-ohlh!!
s c a n n i n g  0: :he S~-XG:‘:  ?v!& a n d  %69-&  MHz xantih.
P r io r  IO maweriqg one ot rnese r e c e i v e r s  in the Cni!eG
jtates.  the manufacturer  can choose to &feat the aol!it> ii)
receive cellular  transmiuion,  b> adding  a stmple c o m p o -
n e n t  sucn as a resi.stor. dloue or  jumper uire to the re-
ceiver’s  printed circui t  hclard.  In order to I-estore cellu:ar
coverage. the .uxr simply Sa\ to remove tne component
that was added to block out this coverage. It is clear from
the legislat ive history of :he Te1ephor.e  Discio\ure  a n d
Dispute  Rcsoluti’on Act that Congress intended the Com-
m&ion to craft rules :ha: preclude such simple modifica-
c;3tXn

8. We are proposing to require that scannlng receivers be
incapabIe  of being readily altered by the user to opera:e
w i t h i n  t h e  celiular banas. T o  assls; us ir. derermtning
whether  a  scanner  complies with th.6 requirement .  we
propose to require applicants for scanning receive: equip
ment  authorizat ion to  incluile in thei: appllcatlons  a srate-
ment piedging that their recerrers cannot be readiiy altered
to receive cellular telephone transmLssions. We also pro-
pose to prohibit tne euthor-ktion of any scanning receiver
for which cellular coverage can be restored by cutting. or
adding. a simple component such as a resistor. diode or
jumper wire.  or  for  wnich  cellular  coverage can be rc-
stored by unplugging  a semiconductor  chip and/or  plug
ging in a new one. We soiicir comment on this proposed
reporting requirement and on the definition of “readily
altered.” We aiso seeK  co.mnent  on whether additiona!
information. such as why the receiver cannot be readily
altered. should be required.

9. In compliance with the requlrrments  of the Telephone
bisclosure  a n d  D i s p u t e  Resolution  Act .  we prow%! to
deny equipment authorization IO any scanning  receiver that
can be equipped with decooers that convert digital cellular
craNmUlons  to ar,alog voice auci10.  We invite comment on
the potential impact of tnls requirement on existing models
of scanning receivers.

1tJ.  There currently are a number of frequency  convcrt-
ers on the market tnat converr  ce:luiar radio :ransmtssions
In me 800 MHz band to lower frequencies.  These devices
c a n  oe used in conjunct ion u-ith scanners  that r ece ive
frequencies  below ‘$00  MHz to enabie the reception of

. celtutar t e l e p h o n e  transmlsston:.  To allou s u c h  conterttrc
co be marketed would be tnconststent  with the intent  of rhe
Act. Accorcimgly. w e  a r e  proposlnp  t o  denv  equipment
autnormrlon to  converters  :i-,a; rune. or can be readilt
altered by the user co tune. cellular telephone frequenc&’
We w~l; r e q u i r e  rr,a: appiicanu  tc)r F C C  eouipment  a u -
tnorlzatlon o: trequencr  con\eIters  uscci  wiih xannerc  i n -

One oovious  waj 10 adores5  rne5c  requ!remrnts 1s (0 r e q u i r e
xanning receiver msnuixtu:ers  IO deslpr.  nicroproceTsor  c h i p s
thar a r e  n o r  c a p a b l e  ot ~un~n$  cehu!;lr  iransmisslons  ir. Ihe !Irs!
place.  I nls ~tu11on could lccrexe :h: x6:. 31  le2slsr i n  me >hOX
ierrr.. oi sr~nglnp  n e u  xclnn~n!  rtcelkers 10 m3rher  becluze
m x r o p r o c e s s o r  cn1p1 WJUIU xie 10 me rede>i$ned.  he :CCOU,-
nize In31 rnI5 *iuuon mlgt.: SC;L  be eifect:ve  i f  repxemenr
m i c r o p r o c e s s o r s  w e r e  o n ine marke:  that cot-Id  b e  cs>lly
>wirchea  wirh ine ori@r.al  m x r o p r o c e s s o r  rn o r d e r  :o r e s t o r e
ceiiular c o v e r a g e .  We seek commenr  o n  uherher  we  ihouid
sdopr  reguIsiions ma! require tt,Jl n o  semrconauclor~  tn xsn-
ners be instaltra In wxhets  0: :nal prohioir  cerl3in  mxroproco-
x3r moaels

1. .  Under rhe rule\ ue a1.e prnp:~~ir?p.  rf the C’~,n:Ix.~,lc~r
~tlscover,  zvi,!ence  [ha: a  sznning  receitrr. 3r 2 ::e;l;er,~~,
c o n v e r t e r  u s e d  ~i;:h  k bcanninp  receikz:.  i’dr ne re,i;l;
al!ered to iunc ce:iu!ar freduencles  offer i t  h a s  re~ze.\e~!  2
g r a n t  o f  e q u i p m e n t  ailthorirarion.  rile Commlkon  U!;I
corder  whether cne grant 4x~uiJ  be rekoked.  and whether
the manufacturer(s) .  importer(b:.  wholesa!er(s)  and ICI;:.;.
er(s) C)I [he receiver  \houlJ  bc s;iniecr to enforcemen.
a c t i o n  ror violarinp S e c t i o n  352 of r.be Commur.ic2!io~i
Act of 1931. as amended. and the Commission’s rule% ’

12. The proposed rules are sb\;~:n In Appendix A. _
reievant  text of the Telephnne  D&injure  a4 Di;purc .
olution  Act is shown  II: .AFpen;lix  R.

PKOCEDLTUL  .\tATTERS

I ? .  Initial Rep!atr_v  Fk.rib@v Armws.  Pursczr,:  to the
Repulator~  Flexibilltv Act oi !980.  5 U_S.C. 6 0 3 .  me Com-
rnission’i jnitiai anaiys!> 5 as iollor;s:

1. A~crson  for ~cuon:  The  Telept,one Disclosure ar.ci DIG
p u r e  Kewlutton  Acr req’-dares  :his  xrion :o oc taken.

IL Objecrwe:  The onjecrike  o f  ihe prnoo?;etl  rcier; D !“
nelp e n s u r e  t h e  prtvacy o f  pacic:nants  in re!laIa:  :E:+

phone conversations h! signrfican!ib  reducing the a...~:jz+-~~
sty of scanning receivers tha: can be used to eaves&or)  ~7.
these conversations.

III. Legdf i34zfir:  Action is  proposed in accordance  Kit!-2
Sec t ions  4il. 3021d).  303(f). 303(g1  and 303(r) of 1% C&VI-
municarions  Acr of 1932. as amended. and Fxh. L ,C;Z-5%

I V .  Dcscriprion.  pomtil impacr  and mmiw o,* mwl:
enlilies dfecred:  The proposed changes in the relulation:
would likely affect fewer than 50 rmzll epriricb ;fsncfa.:-
turers o f  jcannlng  receivers.  or frequency  converte5  u\eri
wi th  scannmg receivers. thar Can re<Ipive. or he caG!\- a;-
tere3 to receive. cellular :eleohone  transn;i+ion>  u~,dic!  i,e
r e q u i r e d  t o  modrfv rhelr :les!znb.  ‘lVhe\e  mar.ufx!u:er\
wourd a l s o  b e  requtrrl! tc  probt:!e urlrren  \ta!c-men:<  ,r-
drcarmg that  their devices cznno:  be e&Ii\ a l t e r ed  bhen
the!  subrru!  applications for euu:pmcnt  authorization.  Thl$
icrould result In some expense IO %?nutacturer:,.



I 4. ~~,mnfenr  Udrrr. Purcuanr  h! appll<aole  pr0ce:lcre~
<et f o r t h  II-I  Secr~ons  !.Iij  a n d  i.;!Q  oi !he Cl~mrni~\tor.‘.
R u l e s .  Ai Ck-‘K  Sec:ron\ I.4 tS am! i.JlQ.  inrerestetl parlor*
rilav tiie comments on or before February 22. 1993. anal
reply comments on or hefore March &. 1993. These ahhre-
viared comment periods are necessam  co cornpi!  with the
requiremenrs  III rhe ‘Iirephone  Disc losure  and  Diqute
&holur.dn Acr.  and are unlikelr  tc be extended. To file
irar.rna~t~  iI?  r:lis  pruceedlng. yx~ mus:  file an orioinal  2nd
luur cobteh  Oi ali comments. repI>  commcr.ts.  and suppon-
ing commerxs.  If %ou want each Commissioner to receive a
persona! cop) oi iour comments.  you murir  fi!e an orlginai
plus nine copt=s.  You should send comments and reoly
cornmen co 05ice  of the Secretary. Federal Communica-
tions Commission.  Washingron. DC 20554 Commenn  and
reply comments  wrll be available for nublic  i n s p e c t i o n
during  regular business  hours in the dockers Reference
Room of the Federal Communications Commission. iQ19
.M Sxee:.  N.W.. Washmgon.  DC 20554.

L 3. 15 Pme hies - Xon-Resrricred  Proceeding. This is a
non-restricted notice and comment rule making proceed-
ing. & gnrfe presentations are permitted. except during rhe
Sunshme  Agenda perrod. provided rhey are disclosed as
provided in Commission rules. See genera&  17 CFR Sec-
coons  i.iStiI. :.!1Uj and L.llWa).

16. For tunne:  iniormarton  on this proceeding conract
David Wilson. Technica! Standards Branch. Office  of En-
gineering and Technology. X2-653-8 138.

Donna R. Sears)
Secretary

XPPE?\XS  x 3. Se-non 15.!21  is added to read al; foliow<

.ALTHORIl-\: sec. 1. 30.2. 303 and  307  of the Comnu-
nications Acr  of IY34, as amended .  47 L.S.C. LS4. l%il.

----.-__

Sertilfn 2.:033  Application i0r cenification

(i’, -

( :L) ripp!ications  for r h e  certtficatior.  of SC r- ;r’~  r.?c.e~:-
e r s  tzncler  P a r t  15 ,hall b e  accompacled  i?\ an ckr.~ht:
~nd~atmg zomphance  with : h e  oro;lst0n5  ui Secrio)o
15.lZ:  of thl> Chapter.

_: ,- .: r: .-

Parr  15 of Title 4: of rhr Code of FederA;  Repuia;ioz, is
propcsed to be amenaed  a5 toliou5

PART i j-RhDIO FRtOUEl’cC?  DE\‘ICES

i. T h e  autnw-It)  ciutwn tar Part !5 Con:lnues  to read as

f0iiou-s:

ALIHURIT~:  Sec. 4. 302, JO-\  and 307 of the Cornmu-
mcarions  Act of 1934. as amended. 47 CS.C.  !$I. 301. 303
and 307.

1. Section 15.37 is amended b:. rehiring  paraprcoh  i,hl

and adding a new paragraph (fl. to read % foilocc.

Section 15.3’:  ‘Transition provisions for compliance ui:h
the rules.

li t <: * U

(b) s * ‘: Ir. addi:ion. receiver> Elc sii3jcc: :c i:lf pro\a-
sions in paragrapt  (f) OF th’L Section.

. . ~ . __

(iJ .lne ITIanUtaCZUre  o r  !mpO:lhtror~  ot KanniPg retell-
ers. and frequency converten  usEd wvrrh  <carqing  rece,tP:.
that 00 not comply  wicn me p!O~iSiL’rlS of Sccritrn ! 5. ,> I ni

thus Parr shail cease on or hetore April 26 !Q%  E_:iec*ixr
Aprtl 16.  1093.  the Commtsslon  wail no: accenr xnntiz-
UON  ior equlpmenc eurhoruat!On  for receivers rtar do noi
comply  with the provisions of Sectron i5.111 of :hci Par:
This paragraph does not prohibit  l:?e saie or use oi ?I’-
tnortzerl  recetvers  m a n u f a c t u r e d  tr. the ‘L’nlreu  S:zrei  .tc
lmporxu  IFIO  che Untred States. prior I(> April ?b !JQJ

___ .- .- --.- ___.._  ___ _. __
-.I-------  ___- ___. -. ._- __

I

__________________..---___  - .-----

I._. ___-__ -- __ __..

_____________________--------



t-t: ‘,..-I Federal t:ommunications  Commisciort* -- ._-__-- .-- -- -- -_Y..-----. m-e_ .._.. __ _ . ,__

(9) RLi’<:jI;:  , :. C3YGHES  - The Cur?nlssion  s:?z!I
repon  (0 C.‘Jcg:*: -:. :z[cr rhan June I, 1903. or. availahie
security  tcaturt~  It,:+  II ~L’I  irdog  and digi:al  r ad io  sipnals.
ihlr  report shali ,AC!:..,~C 2 SiUC*d  of security technologies
currcw~ zvac!ao!e  a5 uei; 2.i rkose m devCkJpmen2  T h e
srudy snail assess the cash,: _. of sach technologies. level
oi securq ahvr,3_l.  rr..! w>‘. - ;:h wide-spread deployment
cli sucn tTc.rIflo:’

(c) tFFE.CT  Li’ ;. 11 ntK LAM’S - -[his secrior, shail
not attest  sectic;., _ ~21 of ::Tlc  !Y.  Ilnitec!  Stare.; CnJc

I

-.-- -. .- - - - -- -- .__ __. ___ __ __ .~ _.. ._
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CONCENSUS OF OPPOSITION TO

TO TEE FCC FUNDING
&LLULARAMENDME3?T

BiLL OF 1992

Prepared by Robert B. Grove
Publisher, Monitoring Times

November 14, 1991

There alpmore  than 10 million scanner listeners in the United .
States . They agree that everyone is entitled to privacy when it
can be reasonably expected, but are dismayed that their
legislators passed the unenforceable and seriously-flawed
Electronic Communications Privacy Act of 1986 and now contemplate
an even worse law.

Section 9 of HR1674, the Cellular Amendment, was forged behind
closed doors, without public access or public discussion, and
released at Congressional recess prior to the end of the fiscal
year as a coat-tail amendment to a vital piece of legislation--
the FCC Funding Bill - -all  to avoid challenge.

Naturally there was no initial objection--no one knew about it.
But a groundswell of objection to this special interest
legis lat ion is  bui lding rapidly , and the public is asking their
legislators to act responsibly.

We are aware of the influence over our representatives wielded by
the well-funded cellular lobby, but would hope that our
legislators will listen this time to some facts as well as the
marketing myths of the CTIA.

We urge the Senate to adopt--unamended--S1132,  the FCC Funding
B i l l , and oppose Section 9 (Interception of Cellular
Telecommunications) of the House version (HR1674) which would
prohibit the manufacture of scanning radio receivers which
include cellular telephone frequencies, for the following
reasons:

(1) The FCC, who will be required to deny type acceptance to
scanners with cellular frequency coverage, has gone on record
opposing such measures, noting that these frequencies are shared
with other services which may be freely monitored (GEN.Docket 88-
281) .

(2) Expert witnesses testifying at the ECPA hearings went on
record stating that a ban on monitoring certain frequencies is
totally unenforceable.

(3) Radio frequencies are “loaned” to services, often changing in
time.
direct

Legislation against receiving a specific frequency is in
conflict with the FCC’s  directive to reallocate spectrum

as necessary to best serve the national interest.

(4) We already have one law prohibiting the monitoring of
cellular conversations (ECPA, 1986), and another prohibiting the
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divulgence or use of anything overheard on the airwaves
(Communications Act, 1934). These existing laws are adequate to
protect a reasonable expectation of privacy.

(5) The Bill’s proponents claim it will “bring the FCC’s
equipment certification process in line with ECPA”, which it will
not. Quoting FCC GEN. Docket 88-281: “...the  ECPA does not
prohibit the manufacture and sale of scanners...based  solely on
the ability to receive specific frequencies.”

Curiously, other ECPA-protected frequencies which carry stricter
penalties than cellular listening are unaddressed by the proposed
amendment, and shortwave radios which include ECPA-protected
frequencies ar not being altered.

(6) The responsibility of privacy protection is on the sender,
not bystanders. Quoting 89 F.C.C2d 450, 455: 1982, “...the
initial responsibility for signal protection should be on the
signal  or ig inator , who is in the best position to protect the
signal against unauthorized interception and use.” All users of
the radio spectrum--except the mobile telephone companies--
comply with this rule.

(7) CTIA’s successful ECPA appeared to legitimize their false
claim that cellular telephones were private instead of truthfully
advising their customers that their conversations could be easily
overheard.

Section 9 is a profit expedient designed to force scanner
manufacturers to bear the cost of conforming to cellular’s
privacy illusion rather than cellular complying with the
statutory obligation to protect their customers’ privacy.

Effective scrambling is already available to customers who
request that measure of privacy. Expecting the cellular industry
to take simple measures to assure their customers privacy makes
more sense than demanding the rest of the communications industry
to change all of their products to accomodate  the higher profit
motivation of the cellular industry.

The successful passage of Section 9 will remove any incentive for
the cellular industry to provide real privacy, forcing the public
to accept the claim of fake, legislated privacy.

(8) Cellular has announced that it will be digitizing their
communications within the next few years, making them
uninte l l i g i b l e . During that period, exist ing cel lu lar -capable
scanners will still be operational. Section 9 accomplishes
nothing.

(9) Even with the successful passage of the amendment, present
and future tunable receivers, test equipment, TV sets, VCRs and
frequency converters would stil l  legally tune cellular
frequencies.
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Even cellular-censored‘scanners-will readily receive,-without"cLT-'Y
modification, cellular "images", duplicates of the original 1 .*“c

-_ signal in another frequency-range unaffected by the ban: r:-i~ii;2:
: Listeners cannot avoid hearing cellular communications while_.

monitoring 'unprotect'ed;frequencies  in those non-cellular r-anges?' ’. . 8 _ , ,_ . :- . -_ ‘ 1 CA _ . . _ . ;-, t _ ‘._ > __ - , i Gi; G 7 ’I ~ a_*
Cur judicial system has historically held'that'l ignorance-bf Ith;fe!J"
law'is no excuse: ignorance of the laws of physics is no excuse<_*:,,
for Congress to implement inherently faulty legislation. '_>:,a ..I..

__ .:. _.__._ :. __ ..; :_
(10) Since the proposed legislation bars only manufacture‘and~not“
sales, possession or use, it appears that cellular-capable
scanner kits as well as liome'lmade scanners would remain lawful."'.

,'I__  _ ~ * ./ . . . ._. _ -. 1 :.. . .:: ;I .._ _ ..I
(11) The Bill.-bans  the manufacture-of scanners 'that can be' " :’
"readily-altered" to receive cellular. What- constitutes readily.;:
altered? Adding an external converter? In that case, no scanners
of any type could be manufactured, since any-one of' them could.Abe,-
"altered" to receive cellular." ‘-.

..F. , ,-.,; .-; - .__.I -3, r..._‘i
. . -._7 ,‘ : .. . .,_ . . . -- -5 ; ; 1;.: :

(12) Cellular telephones are like any other two-way radios; they-
broadcast radio waves for many miles. Consumer electronics:- :-;-*'+.. . :..
equipment is notoriously vulnerable to radio signals; many non-'j-,
scanner products--TVs, VCRs, portable radios--unintentionally __
pick-up cellular phone calls. The cheaper they are, the more -.
vulnerable and pervasive they are in American households.%' c'. .

1 c-

(13) The courts have continuously held that radio transmissions
may have no reasonable expectation of privacy (U.S. v. Hoffa, 436
F.2d 1243, 7th Cir. 1970), and the laws of Congress will not
change the laws of physics.

(14) A ban on cellular-capable scanners would deprive millions of
licensees an inexpensive, reliable and legal way to monitor
interference they may be causing to the cellular services, as
well as determine whether interference they are experiencing may
be caused by a cellular system (as allowed under the ECPA).

(15) The ban would deprive Part 15 users and Experimental Class
licensees their legal access to inexpensive, readily-available
receiving equipment for their authorized services.

(16) The term "cellular'* is generic, referring not only to radio
telephones but any radio system which utilizes this technology.
The wording of Section 9 would create a regulatory nightmare for
Congress to resolve.

(17) Section 9 establishes a dangerous precedent by encouraging
other licensees and special interest groups to demand equal
protection by frequency censorship, inviting abuses of the
spectrum to go unmonitored and unreported by conscientious
listeners.

The FCC is unable now to police the airwaves, even before



frequqncy=censorship. Virtually every. FCC_ >n_vestigation,,comes I;- . . .._
from outside monitoring, Section 9's restrict.i.ons .would- have a _,, -
chilling effect on citizen-involved reporting and enforcement..-.  r

; : '.,.. C's?' c:‘T: .- ,"' ';L
(18). One-:of,the,pri.v~.leges,historically.~a~cordedl  to U.S., citi%ens
is pub-lie access to the airwaves, a right -that would be den'ied
with, a prohibition, ag_ainsti such; _access_., J,+ .zL.r‘; isIr> sI-?G*  1 L,rb:  _‘tJLI; >.; ___._- .- . ...‘_.i, .._. .>r-.  : 1-T. ?--. i _: .r..&, ‘_‘ I .I .- :-- ;_ : -, . , f‘<~.  ;. _. i+--!‘-‘. ; - _... . . . ;: ,._I  ,., :
&e’~&&&nt~~ &cc&kts*“i dangerous political.. preced%t’::.:-...’  ;‘.,.i;-
totalitarian countries now have more listening- freedoms than

-:= T

Americans have,- ; ‘-’ 1 ;::_ ~_. . . ./ . : : - ‘_*

( 19)  One ‘o’f’,;&: la~-bekt’~  d&i&s rep&ts thai: &a,. of - iys. ce-i luyak:
capable scanners, all of which are manufactured in Asia, are sold
to the U-S.. government. Many others go to law enforcement ‘- -
agencies to gather. evidence during crimminal,  investigation. ,I_.--

.

With cel'lular co-verage banned,. manufacturers would"redirect-  their
sales to other world consumer markets,: leaving:lno,.Amer_ican...L-:,-  _...
alternative except exhorbitant laboratory instrument&,' seri&sly
compromising legitimate investigation.- Even.these remaining.
instruments areIall -large and 'heavy,.:depria'ing-f_ield  agents of-.
vital portability. : .T _. ‘1 r ;.“-y .i’ ; 2 t’ : . _ 1 __ _‘. .-:_  :_. _ i... _ i ._

.

(20) Realistically,.
_ \1’i- ,__“_‘_ _ _., ._I _,__.  ‘.’_ .‘L._. _’

the& is no reason to. exieet such. a-scanner‘
ban to be any more effective than present restrictions against.
uncertified CB radios, computers and’ other contraband which is
freely distributed in the.United States. ,

Conclusion:
Cellular companies have an obligation to consumers to provide
privacy; this can only happen with scrambling. Successful passage
of Section 9 will deny such privacy, endorsing cellular's more
profitable charade while eavesdropping continues unabated.

Until the cellular industry follows their statutory directive to
protect the privacy of their customers, we would propose a
simple, inexpensive and effective alternative amendment: Require
all cellular telephones to carry a warning label cautioning the
user that his conversations may be easily overheard.

._ ~-_- ________-



February I: 1993

Donna R. Searcy
Secretary, Federal Commun
Room 222; 1919 M Street
Washinton, DC 20554

zcations Commission

Ref. Docket 93-l

In accordance with the provisions for comment on pending FCC
rulemaking, the following comments are submitted in response to
ET Docket No. 93-1,. Amendment of Parts 2 and 15 to prohibit the
Marketing of Radio Scanners Capable of Intercepting Cellular
Telephone Conversations.

(1) A redefinition of a scanning receiver as described in
CFR Title 47, Part O-19, section 15.3 (v) would read as follows:

For the purpose of this part, a scanning receiver shall be
defined as a channelized VHF/UHF radio receiver specifically
designed to allow the selective entry into multiple memory
locations discrete radio frequencies without regard to numeric
sequence or consistent spacing in the spectrum, and which
automatically samples those memory locations in rotation for
signals to be monitored. Receivers intended for operation as part
of a licensed station are not included in this definition.

(2) A definition of a scanning receiver capable of "readily
being altered by the user" (Docket proposal, paragraph 5 and 7)
would be one which accomodates the installation into its existing
internal circuitry an additional, readily-available component: or
which accomodates the simple expedient of removing, replacing or
cutting an internal circuit component, and which can be
accomplished by a person who possesses minimal technical
knowledge.

(3) The prohibition against scanners "being equipped with
decoders that convert digital cellular transmissions to analog
voice audio" is redundant and unnecessary. If the scanner cannot
receive cellular transmissions, then it cannot provide analog
audio from such transmissions.

In addition, no manufacturer can, in good faith, certify
that its scanner cannot be equipped with a digital to analog
coverter. The FCC is forcing manufacturers to perjure themselves
to do business.

(4) While purporting to be responding to the Telephone
Disclosure and Dispute Resolution Act and the Electronic
Communications Privacy Act, the Commission actually exceeds the
bounds of its Congressional directive by proposing a ban on
frequency converters which are not, in fact, opposed in either
Act.



Designing and manufacturing a frequency convertor for the
legitimate reception of 806-960 MHz amateur, public safety,
experimental and other unprotected services, yet which does not
respond to signals in the cellular frequencies, is not feasible.

By banning frequency converters the Commission invents an
unjustified and repressive rulemaking which will stifle many
small American businesses who depend upon the marketing of such
legitimate accessories during this sensitive period of American
electronic recovery.

Respectfully,

Bob Grove
President, Grove Enterprises
Publisher, Monitoring Times
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Federal Communications Commission

Report to Congress

on

AVAILABLE SECURITY FEATURES

FOR PROVIDING

CELLULAR TELEPHONE PRIVACY

June 1, 1993



PREFACE

This report is provided in compliance with Section 403(b) of the Telephone Disclosure and
Dispute Resolution Act (Pub. L. 102-556, 106 Stat. 4181). This Act required the Federal
Communications Commission to adopt rules prohibiting the manufacture and import of
scanning receivers capable of eavesdropping on cellular radio signals. Further, this Act
requires the Commission to report on available security features for both analog and digital
cellular radio signals, along with cost information on such features.
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INTRODUCTION

This report responds to Section 403 of the Telephone Disclosure and Dispute Resolution Act
(TDDRA), Pub. L. 102-556. Section 403 requires the Federal Communications Commission
to prescribe regulations denying equipment authorization for certain scanning receivers
capable of receiving cellular radio communications; and, report to Congress by June 1, 1993,
on available security features for both analog and digital cellular radio signals.

In this report, we first summarize the provisions of the TDDRA and the Commission’s
actions to adopt rules prohibiting scanning receivers in accordance with the TDDRA. We
then briefly describe how cellular radio systems operate and how eavesdropping on cellular
communications occurs. We next provide an overview of the techniques currently available
to impede eavesdropping for the current analog cellular system. Information on the cost of
these technologies is included, as requested in the TDDRA. Finally, we discuss the
development and implementation of new digital cellular technology that is expected to be
significantly more resistant to eavesdropping than the current cellular technology.

TELEPHONE DISCLOSURE AND DISPUTE RESOLUTION ACT

On October 28, 1992, the President signed the TDDRA into law. Qragraph (a) of Section
403 of this Act adds a new Section 302(d) to the Communications Act of 1934 (47 U.S.C.
Section 302). New Section 302(d) requires that by April 26, 1993 (180 days after enactment
of the TDDRA), .the Commission prescribe and make effective regulations henying
equipment authorization for any scanning receiver that is capable of:

receiving transmissions in the frequencies allocated to the domestic cellular radio
service,

:_ -.

readily being altered by the user to receive transmissions in such frequencies, or

being equipped with decoders that convert digital cellular Jransmissions  to analog
voice audio.

Further, new Section 302(d)(2) provides that, beginning one year after the effective date
the regulations adopted pursuant to paragraph (d)(l), no receiver having such capabilities
shall be manufactured in the United States or imported for use in the United States.

of

As defined in the Commission’s rules, scanning receivers, or “scanners,” are radio receivers
that can automatically switch between four or more frequencies anywhere within the
30-960 MHz band. ’ In order to control their potential to cause harmful interference to

’ See 47 CFR Section 15.3(v).



authorized radio communications, the Commission’s rules require that scanners receive an
equipment authorization (certification) from the Commission prior to marketing.* The
Electronic Communications Privacy Act of 1986, Pub. L. 99-508, in part, made it illegal to
intentionally intercept cellular communications or to manufacture equipment primarily useful
for the surreptitious interception of cellular communications3  However, the Commission
was not given specific authority to deny equipment authorization to scanners that receive
cellular frequencies. As a result, such scanners have been routinely authorized by the
Commission.’

In response to the TDDRA, on January 4, 1993, the Commission adopted a Notice of
Proposed Rule Making in ET Docket No. 93-1, proposing to deny equipment authorization to
scanning receivers that: 1) tune frequencies used by cellular telephones; 2) can be readily
altered by the user to tune such frequencies; or, 3) can be equipped with decoders that
convert digital cellular transmissions to analog voice audio.’ The Notice also proposed to
deny equipment authorization (notification) to frequency converters that tune, or can be
readily altered by the user to tune, cellular telephone frequencies.6  To assist the
Commission in determining compliance with these requirements, it was proposed that
applicants for certification of scanners, and for notification of frequency converters used with
scanners, be required to include in their applications a statement stating that the device
cannot be easily altered to enable a scanner to receive cellular transmissions.

* See 47 CFR Sections 15.101 (a) and 2.1031 et seq.

’ See 18 U.S.C. Sec. 2.511, 2512.

4 In the past Jive years, 22 d@erent  models of scanning receivers capable of receiving
cellular telephone transmissions have been issued grants of equipment authorization by the
Commission. During this same period, ten other models capable of tuning frequencies
benveen 806  and SW MHz except for the cellular bana? have also been authorized. Several
publications currently on the market describe relatively simple modifications that users can
make to many of the latter scanning receivers to enable that equipment to’receive cellular
telephone transmissions.

5 See Notice of Proposed Rule Making in ET Docket No. 93-1, adopted
January 4, 1993, 8 FCC Red 359 (1993).

b There arc a number offrequency  converters on the market thor convert cellular
radio transmissions in the 800 MHz band to lower frequencies. These devices can be easily
used in conjunction with scanners that receive frequencies below 800 MHz to enable the
reception of cellular relephone transmissions. These converrers  are receivers subjecr  to
authorization under the nott&ation procedure, as described in Section 15.101 of rhe FCC
rules (47 CFR Section 15.101).
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Forty six parties filed comments on the Nofice  and six parties filed reply comments. A large
number of commenters, presumably most of them scanner enthusiasts, opposed adoption of
any rules that would restrict the tuning capabilities of scanners. Manufacturers of scanners,
and cellular service providers, in general supported the Commission’s proposed changes
while suggesting a few minor modifications.

On April 19, 1993, the Commission adopted a Reporr  and Order in ET Docket No. 93-1,
implementing regulations that prohibit the manufacture or importation of scanning reseivers
capable of tuning cellular radio frequencies in accordance with the TDDRA.’ The
regulations provide as follows:

the manufacture or importation of cellular scanning receivers capable of receiving
cellular frequencies must cease as of April 26, 1994;

no such scanning receivers will be authorized by the Commission after April 26,
1993;

frequency converters that tune cellular frequencies are treated in the same way as
scanning receivers;

for scanning receivers that tune frequencies outside the cellular frequency bands, the
manufacturer must confirm, as a condition of FCC equipment authorization, that the
equipment cannot be readily altered by the user to receive transmissions in cellular
frequency bands;

and, scanning receivers must be incapable of converting digital cellular transmissions
to analog voice audio.

Paragraph (b) of Section 403 of the TDDRA states that the Commission shall report to
Congress no later than June 1, 1993, on available security features for both analog and
digital radio signals. This report is to include a study of security technologies currently
available, as well as those in development. This study shall assess the capabilities of such
technologies, the level of security afforded, and cost associated with wide-spread deployment
of such technologies.

HOW A CELLULAR TELEPHONE SYSTEM WORKS

In order to understand how it is possible to eavesdrop on a cellular telephone conversation,
and ways to inhibit eavesdropping, it is first necessary to understand the basic principles of

’ See Report and Order in ET Docker No. 93-1, adopted April 19, 1993, FCC Red
(1993).
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operation of cellular systems. Cellular
telephone systems provide access to the
Public Switched Telephone Network
(PSTN) using radio frequency links between
mobile phones and a network of radio base
stations, as shown in Figure 1. The
operating area served by each base station is
called a cell. Each cell is assigned a set of
operating frequencies by the service
provider.

?, 1
5 6

Figure 2 illustrates how cellular systems
achieve a high degree of spectrum
efficiency through reuse of frequencies in
the network of cells. Two fundamental

Figure I: Cellular mobile phones are
connected to the PSTN through a nenvork of
base stations.

principles are applied in assigning frequencies to each cell:

The frequencies assigned to two adjacent cells must be different to avoid interference.

Frequencies may be reused two cells away.

When it is necessary to increase communications capacity, large cells are split into smaller
cells by reducing base station transmitter power and adding new base stations. Frequencies
are reused in the smaller cells by applying the above principles.

Figure 2: Overhead view of cellular
nenvork showing how adjacent bare
stations (“cells “) use d@erent
communication channels.

At the heart of the cellular systen-&  a highly-
complex computer switch. The switch performs
several functions:

It determines which of the base stations will
be used to communicate with the mobile
unit.

It instructs the mobile unit to tune to the
frequencies that will be used for each
particular conversation.

It connects each call to the PSTN.



The cellular switch is able to carry out the above functions dynamically. This enables the
cellular network to “hand-off’ calls from one cell to the next in mid-conversation as the
mobile unit moves about the service area. (See Figure 3.) Since no two adjacent cells are
assigned the same base station frequencies, a hand-off always results in a change of operating

f%blic Switched
Telephone /

\ > Cellular Switch
Network

-. ^ _. . . . . . .
bjgure  3: A basic  cellular telephone system.

frequency. The hand-off from one cell to the next is transparent to the user.

The Commission licenses two cellular service operators in each s&vice area. Cellular
service areas typically encompass metropolitan areas or major highway routes in rural areas.
One license is assigned to the local wireline  common carrier; the second license is assigned
to a competitor. Non-wireline licenses may be sold, and today, carriers have purchased the
non-wireline licenses in many service areas to offe; wide-area contiguous service.

Each cellular licensee is provided 25 MHz of spectrum, for a total of 50 MHz of spectrum
available for cellular service in each service area. The cellular frequency bands are 824-849
MHz for mobile transmitters and 869-894 MHz ior base transmitters.

Table 1 lists the cell, channel and frequency statistics of a cellular system. The 50 Mhz of
cellular spectrum is divided into 1,664 channels that are spaced 30 kHz apart. Since two-
way conversation requires two channels, this translates to 832 two-way, or duplex channels.
Forty-two duplex channels are used for cellular network control purposes, such as for initial
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Frequency Bands

Channel Spacing

Control Channels per system

Communication Channels per system

Maximum Communication Channels per cell

Typical Cell Size

S24-849 MHz, 869-894
hlH2

30 kHz

21

395

57

20 km maximum
diameter;
4 km minimum
diameter.

Table I: Cellular system spectrum  usage. i%e Commission awhorizes  nvo cellular
systems in each service area.

call set-up, leaving 790 duplex channels available for communications. Since two cellular
systems can be assigned to each market, 395 duplex communications channels and 21 control
channels are assigned to each system. A typical cellular system uses a 7-cell frequency re-
use pattern resulting in 395/7 = 56.4 communications channels per cell. In other words, up
to a maximum of 57 con<ersations  may by held simultaneously in any given cell.

Several factors are taken into account  in establishing cell sizes. One important factor is the
power limitation of the mobile unit. For example, operations with battery powered hand
held units are not possible in some areas of large cells. Another important consideration is
the distribution of service demand across the service area. High density areas require more
cells to meet high communications traffic demand. Another factor is costs: base stations cost
up to $1 million to construct.*

The cell size is determined by the power of the base station transmitter. Typically, cells are
no larger than about 20 kilometers (12 miles) in diameter and no less than about 4
kilometers (2.5 miles) in diameter. As a cellular system matures, large cells are gradually
split into smaller cells to accommodate the increase in communications traffic due to
subscriber growth. For instance, a system may begin service with about 10 cells and
eventually grow to 50 or more cells through cell splitting.

9 Neil J. Boucher, Tlw Cellular Radio Handbook, (Mendocino, Cdifornia: Qltanrum
Publishing, inc. , I990), pp. 346-347.
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CELLULAR SCANNING RECENERS

The advances in microelectronics and receiver design that occurred in the 1970s made it
practical to develop consumer FM scanning receivers capable of tuning hundreds of radio
channels. Scanning receivers include a microprocessor that can be programmed by the user
to monitor specific radio channels. These receivers generally differ by the radio
communication frequency bands they can tune and their degree of programmability. Most
are designed to cover the mobile communications frequency bands used for police, tire,
aeronautical, maritime, and business communications. Some include coverage of the cellular
radio frequency bands. Scanning receivers typically sell on the retail market for S 100 to
$300, and are available in retail stores throughout the United States.

Scanning receivers have the potential to generate radio noise and therefore possibly to
interfere with radio communications services. To ensure compliance with standards
designed to control radio interference, the Commission requires that all scanning receivers
comply with its equipment authorization procedures prior to being marketed. In the past five
years the Commission has authorized 22 scanning receivers capable of tuning the cellular
frequencies. An additional 10 units have been authorized that tune to frequencies near the
cellular frequency bands; these units can probably be modified by the user with minimal
effort to tune the cellular frequency bands. Manufacturers are not required to report sales
figures to the Commission and we are unaware of any reliable sales estimates.

HOW EAVESDROPPING OCCURS

Eavesdropping on cellular telephone conversations is a violation of the Electronic
Communications Privacy Act of 1986.9  However, it is extremely difficult to detect the act
of interception, thereby posing challenges for enforcement efforts. From a technical
standpoint, several factors make it easy to monitor cellular conversations. While some
characteristics of cellular system operations do pose impediments to monitoring of a specific
individual or conversation, there are ways they can be overcome.

Almost all current cellular radio operations employ unencrypted, standard analog FM
modulation.” A simple FM receiver that can tune to the cellular frequencies is all that is
required to listen to cellular telephone conversations that are transmitted using standard FM

9 See Elecrronic  Commlrnicarions  Privacy Act of 1986, Pub. L. 99-508.

lo FM modulation is the same rechnique used in FM broadcasting, as well as Ihe
audio portion of TV signals  and mosl orher  business, police, and fire mobile communicarions
eqrtipmenr.
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modulation. More sophisticated devices such as scanning receivers make it possible to
quickly locate, and eavesdrop on, occupied cellular channels.

While there are nearly 800 cellular two-way voice channels available for cellular systems in a
service area, as noted earlier only a fraction are used in any given cell. This reduces the
number of channels that may be used at any given location to about one hundred. A
scanning receiver can quickly scan through all the channels, identify the ones in use at a
particular location, and be programmed to monitor those channels. The scanner will tune
through each of the channels programmed by the user and stop whenever it detects a
conversation. The user can decide whether to listen to the conversation, or skip to another
channel.

The fact that the cellular system selects the cells and frequencies to be used for a given
telephone call and hands-off the call from one cell to another makes it difficult to eavesdrop
on a specific individual or conversation. However, these impediments can be overcome to
some degree. For example, if the location of the individual to be intercepted is known, it is
easy to determine which cell is likely to be used and, with proper research, the frequencies
available at that cell. If the cellular user’s conversation is occurring in a large cell, there is
less likelihood of a hand-off. Further, hand-offs can be dealt with somewhat by following
the mobile cellular user as he or she moves about the cellular service area. To better
increase the chances of eavesdropping on a particular conversation, multiple scanners and
audio recorders might be used.

More advanced monitoring techniques are also possible. With the proper equipment, an
eavesdropper could monitor cellular control channels to obtain the identification number of a
particular cellular radio user. This would enable the eavesdropper to track a particular call
through the cellular system.

Of course, commercial radio service equipment is available that is technically capable of
monitoring and tracking specific cellular conversations. .Further,  we are aware that it is
possible to program standard cellular mobile radios through the alpha/numeric keypad to tune
to any cellular channel. Such programmability is necessary for servicing and repairs. At
this time, it does not appear necessary or appropriate to control the availability of radio
service equipment covering the cellular frequency bands or the programmability of cellular
radios. To do so would greatly impede servicin g of cellular systems and equipment.

SECURITY FEATURES FOR ANALOG CELLULAR SYSTEMS

The current analog cellular technical standard has its roots in technology developed
than 20 years ago and was never envisioned to be voice-secure so as to preclude
eavesdropping. At that time, low-cost scanning receivers capable of tuning cellular
frequencies were not even on the horizon, so the developers of the analog standard
reason to make it voice-secure.

9
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Voice security for the current analog cellular systems has only recently received significant
attention. In the last few months, several manufacturers have announced voice security
products for analog cellular systems. The consumer products that they are offering scramble
the voice portion of a cellular signal using a variation of an encryption technique called
“frequency inversion.” In a frequency inversion system (see Figure 4) the audio frequencies
being transmitted (typically voice) are inverted around a split frequency, resulting in a sound
that is virtually unintelligible to an ordinary receiver. A frequency inversion system typically
switches the high and low frequencies in a transmission. This unintelligible audio signal is
then fed into a cellular transmitter, transmitted through the air, and inverted again at the
cellular receiver. A second inversion, at the receiver, restores the audio signal to its original
form, making it once again intelligible.

A simple frequency inversion system where
the same split frequency is constantly being
used is relatively easy to decipher.
Moreover, it can reduce operating range by
as much as 60 percent.*’ This reduction in
operating range leaves gaps between cells
where the user is unable to obtain
satisfactory service. The service provider
can compensate for these gaps in coverage
by adding more cells, but the cost of each
new cell can easily exceed $1 million.
Because of these factors, simple frequency
inversion systems have gamed little support
from the cellular industry in the past.

Figure 4: A voice audio signal (a) and its
inverted couruerpan (8).

The.new encryption products currently on
the market have improved on simple frequency inversion by using sophisticated electronic
circuits to change the split frequency being used many times per second using a randomly
generated code known only to the cellular transmitter and receiver. This procedure makes it
much more difficult for an eavesdropper to decipher the transmitted signal. Also, because
more elaborate filters are required at the receiving end of the encrypted signal to keep up
with the changing split frequency, the ability of the receiver to distinguish between
extraneous noise and the actual cellular signal is significantly improved, thus minimizing the
loss of coverage range. The enhanced capabilities in the mobile radios does, however,
increase the cost of these units.

Cellular telephone encryption systems can be provided by cellular operators as a service to
their customers. They can also be provided by end-users, or third parties, independently of
cellular operators.

‘I Boucher,  p. 432.
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EncrvDtion  service Drovided  bv cellular oDerators.  AT&T has announced that they are
introducing the “AT&T Advanced Cellular Privacy System.” It consists of encryption
equipment installed at the cellular operator’s switch and in portable and mobile phones.
According to AT&T, this system uses a combination of frequency inversion and time
scrambling to encrypt the over-the-air signal so that anyone intercepting it will hear only a
chirping sound. The cost to consumers of mobile phones that incorporate this encryption
technology can range from .%OO-$700 (for an AT&T privacy module that adapts to a variet)
of mobile and transportable phones) to $1,300-$1,500 (for an AT&T portable phone that
includes built-in encryption circuitry). This compares to current cellular mobile and portable
unit costs of $300-700.‘2 In addition, users can expect to pay a monthly “subscriber” fee to
the cellular service provider of somewhere between $10 and S20. The cost to cellular
operators of the most basic configuration of encryption equipment installed at the switch is

I expected to be about $52,000. This minimum configuration would provide encryption for 24
Tl channels, (that is, 24 simultaneous cellular phone conversations) within the cellular
system where it is installed.

The main advantages of the AT&T system are that 1) the level of privacy is very high
because the system scrambles the signal in both the frequericy  and time domains; and, 2) it
provides encryption of the over-the-air portion of the cellular phone conversation no matter
who is the other party to the conversation. Its main disadvantage is that it may not provide
privacy protection when the user is “roaming,” i.e., out of range of a carrier with the
encryption equipment installed in its switches. This short-coming is alleviated in some
cellular systems where carriers with contiguous markets join to offer a “seamless” service by
“sharing” subscriber data and billing.

Several other companies have also developed encryption systems for installation at cellular
switches. PrivaFone Corporation of Towson, Maryland markets a system that operates in a
manner similar to the AT&T system described above. PrivaFone’s  mobile encryption
equipment can be used with most mobile phones. The PrivaFone mobile equipment costs
approximately $700 to $1000, in addition to the cost of a conventional cellular mobile unit.
A monthly service charge for encryption is also added by the cellular operator and runs
between $10 and $20. The cost to cellular service providers of the most basic configuration
of PrivaFone equipment is about $20,000. This minimum configuration provides encryption
for 12 Tl channels (12 simultaneous cellular phone conversations) within the cellular system
where it is installed.

Encrvotion  service Drovided bv end-users or third uarties.  Some companies are
developing cellular voice security techniques that do not require modification of the cellular
system. One such system, for example, is PrivaFone’s Line Privacy Unit that can be

I2 Mobile rtnirs  are also available at significantly lower prices where the consumer
also acceprs  a contract for service wirh  a cellular operator for a specified period of rime,
usually one year.
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Figure 5: 73e PrivaFone system encypts in this encryption scheme, there is no

cellular calls independent of cellular service monthly encryption charge.

providers, and without the need for encryption
equipment at the non-mobile phone. Safecall Inc. of Wethersfield, Conn., plans

to offer a similar device for $600 that can
be plugged into celIular phones. However,

in&led  at an office switchboard. Mobile
phone users must be equipped with an
add-on PrivaFone unit. Mobile users place
calls to their office switchboard through the
Privacy Unit (an encryption/decryption
device) to get an outside line. If the call
through the outside line is to another
cellular mobile unit that does not use
encryption technology, however, that link of
the &.ll  will not be protected. PrivaFone’s
office unit retails for about $1000. Because
the cellular service provider is not involved

under Safecall’s approach, the device would scramble a call and automatically dial a
switchboard over a toll-free number. The switchboard would unscramble the signal and
relay the call over the landline telephone network. Customers would pay $5 a month as well
as 95 cents a minute, in addition to the normal cellular charges.

SECURITY FEATURES FOR DIGITAL CELLULAR SYSTEMS

As indicated above, almost all cellular
phone networks today use analog
transmitting equipment. However, several
factors are driving cellular systems to
implement new digital cellular technology.
The main advantage of digital cellular
technology is an increase in system
communications capacity due to the
robustness of digital signals and availability
of signal processing techniques including
audio compression. Increases in capacity
are needed to accommodate the growing
number of cellular subscribers, particularly
in major metropolitan areas. Higher system
capacity offers consumers better service by
reducing the likelihood that a call will be
blocked from access to the network.

r
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Figure 6: An analog cellular radio signal (a),
is convened ro a digital cellular radio signal
(b) -- a stream of pulses representing the
computer language of 1s and OS.



Digital technology also offers improved performance features, such as voice security and
improved compatibility with landline  digital networks for transmission of facsimile and
personal computer data.

Digital radio techniques convert analog signals, such as voice, into a stream of digital pulses
that represent Is and OS, as shown in Figure 6. The stream of Is and OS is encoded by a
microprocessor and then is used to modulate a radio transmitter. The digital pulses sound
like hiss \chen listened to over-the-air with conventional radio receivers. A receiver that has
a microprocessor that can properly decode the digital pulses is used to recover the original
audio signal. The coding and decoding occur virtually instantaneously and without the
knowledge of the user. The microprocessor can be programmed in very sophisticated ways
so that it is extremely difficult for an eavesdropper to decipher the voice signal.

In 1988, the Commission amended its rules to enable cellular operators to offer digital and
other new technologies in the cellular frequency bands if they choose to do so.i3  This
flexibility was conditioned on the cellular operator continuing to provide an appropriate
quality of service to analog users.

The Telecommunications Industry Association (TIA),  which is composed of cellular
equipment manufacturers, working in conjunction with cellular service providers under the
auspices of the Cellular Telecommunications Industry Association, in May 1990, adopted an
interim standard IS-54 for digital cellular systems. I4 This standard is based on use of a
technique called Time Division Multiple Access (TDMA). In TDMA each of the voice
signals is digitized and compressed to take up less time. The compression is accomplished
by removing the “dead air” time in conversations. The digitized signals can then be assigned
time slots for transmission. Each cellular TDMA transmission uses the same 30 kHz of
bandwidth as an analog FM transmission. A TDMA signal is illustrated in Figure 7.

The IS-54 standard includes capability for sophisticated voice encryption. In fact, use of the
encryption technique employed in this standard required approval by the National Security
Agency. The degree of security provided by this and other digital communications
technologies has received considerable attention from the Federal Bureau of Investigation and
the National Security Agency in the past two years because of their concern that digital
techniques will greatly impede legal wiretapping and monitoring for law enforcement
purposes. Is ”

” See Report and Order, General Docker No. 87-390, 3 FCC Red 7033 (1988). See
also 47 CFR Section 22.930.

” See EIAlTIA  Interim Standard, IS-54, Cellular System Dual-Mode Mobile Station -
Base Station Compatibility Stondard.

‘j Sessiorrr, William S., “Keeping an Ear on Crime, ” The New York Times,
March 2 7, 1992. p. A3S.

13



I n,n~  Thu nm r- I

I slJbecr(ber  2

I I

Figure 7: In TDMA each subsriber
signal is digitized and assigned a time
slot for transmission. Since the time
slots are assigned irregularly, it is
dtflcult  to ‘decode ’ a panicular
subscriber conversation.

TIA is developing a second digital cellular
standard based on a technology called Code
Division Multiple Access (CDMA). CDMA is a
form of spread spectrum communications, a
technique long used by the military for secure
communications. With CDMA, as illustrated in
Figure 8, the digitized voice signal is mixed with
a randomized code sequence that is unique to
each mobile unit. The combined digital signal
modulates the transmitter’in such a way as to
produce what appears to be radio noise. CDMA
signals are very wide -- typically one to ten
megahertz -- as compared to TDIkiA  or the
current analog cellular signals. CDMA signals
are nearly impossible to detect unless a receiver
is used that has the proper decoder and is
programmed with the correct code sequence.
Considerable debate and study is under way in
the cellular industry as to whether TDMA or
CDMA provides greater improvements in system
capacity and quality of service at the most
economical cost.

The voice security feature of IS-54 will be
incorporated in the new generation of dual-mode
(analog - digital) mobile units and is expected to
be offered by cellular system operators as an
optional service. The standard calls for use of a
528-bit  tield  consisting of t\vo 260-bit masks for
voice privacy on a digital traffic channel. One
mask is for speech transferred from mobile to
base; the other from base to mobile. The masks
are calculated using a digital bit stream that is
generated during call set-up. This bit-stream is
partially random for each call. While no
security system can be considered fool-proof, it
appears that the IS-54 standard provides a high
level of security protection.

I
Figure 8:. In CDMA the subscriber signa
is digitized and then added to a random
digital signal. 73is makes the combined
signal diflcult  to decode without the
.‘key.  ’

‘6 Murkof, John, “New Cellular Phones Raise A Nationul  Security Debure, n The New
York Times, Februury 6. 1992, p. DI.
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Digital systems have only just begun to be put into operation. McCaw  Cellular
Communications announced on March 18, 1993, that service on the first all-digital cellular
system in the United States has been initiated in South Florida. Southwestern Bell Mobile
Systems also announced, on the same day, a 4,000-customer trial of its digital system in
Chicago, to be followed later this year by digital service throughout its entire Chicago
system. Both of these systems employ TDMA technology.

Qualcomm  has been testing cellular systems that use CDMA technology in conjunction with
Bell Atlantic, Ameritech, GTE, U.S. West and other cellular service providers. Currently,
PacTel is operating an experimental CDMA system in San Diego. It is expected that, by the
end of next year, full commercial operation of cellular networks that use CDMA technology
will have begun in some U.S. cities.

It is generally anticipated that digital technology will be implemented widely in cellular
systems. However, cost issues are likely to affect the timing. Currently, digital cellular
mobile units cost approximately twice as much as analog models. There is also the
substantial costs of converting the base station transmission equipment. Outside of major
cities, there may be little need of, or benefit from, increased system capacity. However, this
could change as new types of data services are introduced over cellular systems. The pace of
digital conversion may lie in the hands of subscribers and their demand for the technology.

CONCLUSIONS

Most cellular telephone calls today are relatively easy to intercept because they are broadcast
over-the-air as analog, unencrypted FM radio signals. This situation is expected to change in
the future. First, the recently adopted prohibition on manufacture and importation of
scanning .receivers  that can tune cellular frequencies, should stem the tide of equipment
available for eavesdropping. Second, voice-secure equipment is becoming available for the
current analog cellular systems. Finally, new digital cellular technology that will greatly
increase the difficulty of eavesdropping on cellular telephone conversations is beginning to be
implemented and may well ultimately resolve this problem.

Experience has shown that no encryption technique is fool-proof. At best, all one can do is
try to make decryption extremely difficult and expensive. Because the solution to cellular
eavesdropping will come from technological development and deployment, further legislative
or regulatory action would not likely ameliorate the current situation. However, to the extent
encryption technology improves and abuses nevertheless persist, legislative or regulatory
action might then be advisable.
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The cehiar telephone industry
reacted sharply Tuesday to Illi-
nois Atty. Gen. Roland Burris’
statement that using a police scan-
ner to eavesdrop on cellular qr
cordless telephone calls is legal
under state law because callers
have “no reasonable expectation
of privacy.”

That’s because eavesdropping
oncellularcallshasbeenafederal
crime since 19%  according to in-
dustry officials  and legal experts.

Monday’s legal opinion by Bur-
ris said eavesdropping on such
calls was not prohibited by the
state. But Burrls’  opinion, which
serves as a guide for Illinois
pxixsecXlec3_l~ected  to point out

On Tuesday, the Cellular
Telecommunications  Industry As-
sociation in Washington  issued its
own IIrm opinion about the mat-
ter.

T-pMtoby-WU=f
Atty. Gen. Roland Bunis  says -
cellular-phone eavesdropping is
legal under state law.

“As an lnd&try,  we are totally
committed to the personal privacy
of cellular  telephone users,” the
association’s statement said “Cel-
lular was never meant to be a
‘broadcast-type’ service, like CB
radios, but rather, wireless
telephony. The same expectation
of privacy  doyed  by all Amerl-
cans on the traditional wired
phone network should apply to
cellular.”

Evan Richards, vice president of
Personal Communication Systems
at Chicag&ased  Ameritech  said
the 1986 law came into being  pre-
cisely because Congress thought
customers had a right to expect
privacy.

“I think this  opinjon  gives you
the feeling that you can’t trust
your phone, and that’s not the
case,”  he said.

So why would Burris  issue such
an opinion?

“We weren? asked about federal
law,” said Emie Slottag,  a spokes-
man for Burri& “We were asked
about Illinois  law.”

because they an? simply too easy
to overhear on a scanner. StiIl,
anybodv  trying to eavesdrop on a
cordless conversation needs to be
nearby..

In effect, the attorney geneml$
opinion changes little, because
eavesdropping on cellular com-
munications has been illegal
under U.S. law and eavesdropping *
on cordless communications never.
has  been  prohibited.

Burriswasrespondingtoavery
narrow question when he issued
his opinion Monday.

Jersey County State’s Atty.
Richard Ringhausen  had asked
Burris  if an IIlInois  law prohibits
somebody &om reco&ng  a a4lu-
lar or cordless  conversation re-
ceived  over a police scanner. Bur-
ris. without addressing federal
law, answered that thepstate  stat-
ute does not carry such a prohibi-
t ion.

Cellular phones, such as car
telephones, opemte  within  a net-
work such as Ameritech or Cellu-
lar One. Cordless phones are low-
powered radios, transmitting to
base units in the home. Both use
normal radio waves, and therefore
are subject to eavesdropping by
relatively inexpensive devices

David Strauss, a professor of
law at the University of Chicago,
said that states don’t automatical-
ly outlaw everything prohibited
bythe@deralgovernmen t It’s not
illegal .under  IIIinois  law, for ex-
ample, to counterfeit U.S. curren-
cy. he said.

In any case,  the legal rulings are
becoming more and more moot.
Digital technology now allows.cel-
Mar and cordless  customers to
scramble their signals, so eaves-
droppers just get a fax-like tone.~~~~. _ . . _such as a police scanner, which (

are commonly used by hobbyists.
And a 1992 law, making it illegal

to manufacture or import scan-
Cordless phones are not covered ners that can pick up cellular fre-

under the 1986 federal law, mainly quencies,  goes into effect Friday. .


